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Chapter 1: Introduction

▪ Problem Statement & Motivation:

▪ Legacy industrial protocols (Modbus, PROFINET) lack 

encryption/authentication

▪ IIoT connectivity exposes critical infrastructure to 

malware, ransomware, and botnets (e.g., Mirai)

▪ Advanced Persistent Threats (APTs) exploit multi-

stage tactics beyond simple DoS

▪ Existing testbeds are domain-specific and cannot 

emulate cross-industry attacks or collect unified data
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Chapter 2: Research Context (1)

Research Gap Specific Problem Impact

Vertical Limitations

Single-industry focus 

restricts 

generalization

Models fail to work 

across diverse 

industrial 

environments

Attack Complexity

Few platforms model 

multi-stage APTs or 

VLAN hopping

Poor detection of 

sophisticated attack 

chains and lateral 

movement

Monitoring 

Deficiencies

Network, host, and 

protocol data seldom 

correlated in real time

Incomplete telemetry 

hinders multi-layer 

threat detection

▪ Research gaps in current testbeds:
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Chapter 2: Research Context (2)

▪ Key contributions & innovations:

▪ Generic OT/IIoT testbed for deep field buses

▪ Simultaneous Modbus, MQTT, PROFINET support

▪ Hybrid physical (Raspberry Pi) + virtual IT architecture

▪ Unified NetFlow + auditd + Zeek in Elastic SIEM

▪ MITRE ATT&CK-aligned attack playbook (published in IEEE 

ICEST 2025, N. Macedonia)

▪ ML-ready datasets (CSV/JSON/ES indices)
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Chapter 2: Research Context (3)

Phase Technique(s) Entry Point Impact
Counter-

measure

Initial Access T1190, T1133

RDP on 

Exchange 

Web Service 

(EWS)

Network 

foothold

Multi-Factor-

Auth. (MFA), 

RDP firewall/ 

VPN

Discovery 

(ICS)
T0842, T0840

Packet 

sniffing

Extract 

device info

Encrypt traffic, 

continuous 

monitoring

Impair 

Process 

Control

T0855 Modbus PLC
Process 

disruption

Command 

authentication, 

anomaly 

detection
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Chapter 3: Testbed 
Architecture (1)

Component Purpose & Rationale

Kibana
Interactive dashboard for multi-layer event 

visualization and incident response

Elasticsearch
Central log processing, storage, and 

cross-layer event correlation

Fleet Server
Central agent orchestration and 

configuration management

EWS (Windows Server)
Engineering workstation for administrative 

control and attack origin point

HMI (ScadaBR)
Supervisory control interface for operator 

environment simulation

MQTT Broker (Raspberry Pi)
IIoT communication handling and 

telemetry collection

PLC Server/Client (Raspberry Pi)
Physical ICS device emulation with real-

time telemetry collection

Smart Switch
Network segmentation enabling VLAN 

isolation and lateral movement studies
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Chapter 3: Testbed 
Architecture (2)

▪ Key Design Principles:
• Hybrid Architecture: Physical PLCs + virtual IT components for realistic 

network behavior

• Multi-Protocol Support: Simultaneous Modbus, MQTT, PROFINET capability

• Unified Monitoring: First real-time NetFlow + auditd + Zeek integration in ICS 
environments

• Attack Surface Diversity: Supports multi-stage APT emulation across IT-OT 
boundaries
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Chapter 4: Technical 
Implementation (1)

Comprehensive telemetry capture using Elasticsearch-supported integrations:

Key Innovation: First real-time integration of NetFlow + auditd + Zeek within unified SIEM 
framework for ICS environments → Real-time ingestion into Elastic SIEM enabling cross-layer 
event correlation and forensic analysis

Layer Tool Key Capabilities Security Value

Network NetFlow

Flow volume, VLAN tags, 

protocol IDs, bidirectional 

analysis

Traffic pattern anomaly 

detection, lateral 

movement tracking

Host auditd

Process execution, 

authentication events, file 

I/O, privilege changes

Insider threat detection, 

privilege escalation 

monitoring

Protocol Zeek

Deep packet inspection 

(Modbus/MQTT), 

transaction analysis, error 

codes

Industrial protocol abuse 

detection, command 

injection identification
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Chapter 4: Technical 
Implementation (2)

▪ Systematic threat simulation aligned with MITRE ATT&CK for ICS:
▪ Attack capabilities:

• Modbus/TCP packet & register manipulation: direct industrial protocol 
exploitation

• Multi-stage attack progression: EWS compromise → VLAN hopping → 
PLC tampering

• Advanced Persistent Threat (APT) modeling: realistic dwell times and 
lateral movement

▪ MITRE ATT&CK ICS integration:
▪ Automated technique tagging (e.g. T0855: impair process control)

▪ Systematic attack labeling for supervised learning

▪ Cross-domain mapping spanning enterprise and ICS tactics

▪ Benefits:
▪ Behavioral fidelity: emulates realistic attacker patterns vs. synthetic data

▪ Reproducible scenarios: standardized benchmarking across industrial 
environments

▪ ML-ready datasets: comprehensive labeled data for AI model training
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Chapter 5: Validation and 
Comparison (1)

▪ Comparative analysis with existing testbeds:
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▪ Multi-layer data validation results:

▪ Network: VLAN-tagged flows & protocol detection (>95% coverage)

▪ Host: Privilege escalation & auth events captured

▪ Protocol: Modbus FC anomalies flagged

▪ Cross-layer: Correlated flow + events →  security alerts

Chapter 5: Validation and 
Comparison (2)
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Chapter 6: Dataset generation

▪ Dataset generation & AI readiness:

▪ Normal + attack traffic, telemetry, host logs

▪ MITRE ATT&CK fields embedded

▪ Export: CSV, JSON, Elasticsearch snapshot

▪ Supports latent-space ML and federated learning
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Chapter 7: Limitations and 
Future Work

▪ Current limitations & challenges:

▪ Raspberry Pi timing (no sub-ms PLC validation)

▪ Modbus-centric attacks; other protocols pending

▪ Lab scale (≤ 12 nodes) vs. industrial (> 100 nodes)

▪ Future work:

▪ Add OPC-UA, extended PROFINET, MQTT-SN…

▪ Deploy in industrial partner environments

▪ Integrate federated learning for distributed IDS

▪ Standardize ICS testbed evaluation criteria

▪ Upscale the testbed by using additional physical/virtual devices
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Chapter 8: Conclusions (1)

▪ Key achievements:

▪ First cross-industry OT/IIoT testbed supporting Modbus, MQTT, and 

PROFINET

▪ Unified real-time monitoring with NetFlow, auditd, and Zeek in single 

SIEM

▪ Multi-stage attack emulation aligned with MITRE ATT&CK ICS framework

▪ Hybrid physical-virtual architecture combining Raspberry Pi edge devices 

and virtual IT components

▪ High-fidelity synchronized datasets for AI-driven anomaly detection

▪ Addressed critical gaps in testbed scope, attack complexity, and 

telemetry integration
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Chapter 8: Conclusions (2)

▪ Research impact:

▪ Established foundation for advancing industrial cybersecurity research 

through comprehensive IT-OT threat emulation and data collection

▪ Future work:

▪ Expanded protocol support, expanded testbed scale, federated learning 

integration, industrial partner deployments
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