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Abstract — Legacy Industrial Control System protocols,
such as Modbus, expose critical vulnerabilities in Indus-
trial IoT environments, underscoring the urgent need for
advanced security solutions. Qur Operational Technology
testbed is purpose-built to emulate realistic Industrial Con-
trol Network scenarios by integrating essential IT and OT
components, including an Engineering Workstation and a
Human-Machine Interface for supervisory control, along
with Programmable Logic Controllers, an MQTT broker,
and a smart switch for VLAN segmentation, in order to
replicate the complexities of modern industrial networks.
Together, these components form the core of our testbed,
enabling not only the simulation of cyber-attack scenarios
but also the generation of rich, high-fidelity datasets that
are critical for training AI-based anomaly detection models.
To our knowledge, this is the first generic cyber attack
testbed for deep field buses, enabling systematic attacks and
analyses. The collected data, which encompasses network
traffic, telemetry, and host logs, is processed through a
centralized Elastic Security Information and Event Man-
agement system augmented by local monitoring tools such
as NetFlow, Auditd, and Zeek. This paper details the design,
implementation, and evaluation of our testbed, demonstrat-
ing its adaptability to emulate various attack scenarios
and its effectiveness in producing datasets that advance
cybersecurity in Industrial Control networks.

Keywords — OT, Industrial 10T, Industrial Control Net-
works, Modbus, Cyber-Attack Emulation, AI-Based Anomaly
Detection, SIEM, Dataset Generation, Network Traffic Anal-
YSis.

I. INTRODUCTION

Industrial Control Systems (ICS) are essential compo-
nents that support and manage the operations of critical
infrastructure sectors, including but not limited to en-
ergy production, manufacturing processes, transportation
systems, and water treatment facilities. These systems
provide the necessary control and monitoring capabilities
to ensure that industrial operations run smoothly and
efficiently [1].

This work was executed in the project "KISTE - Al-powered SIEM
System for Highly Reliable Industrial IoT Networks and Fieldbuses”,
supported by the German Federal Ministry for Economic Affairs and
Climate Action(BMWK), based on a decision of the German Bundestag
under grant number "KK5189606RG4”.

One of the challenges faced by ICS is their reliance
on legacy communication protocols, such as Modbus/TCP
(Modbus/Transmission Control Protocol) and PROFINET
(Process Fieldbus Network). These protocols were ini-
tially developed with a focus on reliability and operational
continuity in isolated environments, where the risk of
external threats was minimal. As a result, they were
not built with modern cybersecurity considerations in
mind, such as encryption to secure data transmission and
authentication mechanisms to verify the identity of users
and devices interacting with the system [2].

In today’s interconnected environment, where ICS com-
ponents are increasingly networked and connected to
the Internet through Industrial Internet of Things (IIoT)
architectures, the vulnerabilities associated with these out-
dated protocols become more pronounced. Cybersecurity
threats, including malware, hacking attempts, and other
malicious activities, pose significant risks to the integrity
and reliability of industrial operations [3]. While existing
security research has produced valuable domain-specific
testbeds, they often fail to address cross-industry threats
and complex attack vectors characteristic of modern
Advanced Persistent Threats (APTs). To address these
limitations, we present a novel testbed that integrates
both IT and OT components to create a high-fidelity
representation of industrial control networks, enabling
systematic attack emulation and the generation of compre-
hensive datasets critical for developing effective Al-based
anomaly detection systems.

II. STATE OF THE ART

Modern industrial cybersecurity research has evolved
through three generations of testbed architectures, each
addressing different aspects of ICS protection:

A. Legacy Protocol Vulnerabilities

The security limitations of industrial protocols like
Modbus/TCP are well-documented. Mamun and Rahman
[4] demonstrated how these protocols remain vulnera-
ble to denial-of-service attacks that can disrupt critical
operations. As IloT adoption increases, traditionally iso-
lated Operational Technology (OT) networks now face
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Figure 1. Testbed Architecture

sophisticated threats including ransomware [5] and botnet
attacks [6]. The distributed nature of modern botnets
presents particular challenges for industrial environments,
as demonstrated by Savenko et al. [7], who showed
that traditional centralized detection approaches fail to
address the scalability and coordination requirements of
distributed botnet detection in large-scale networked sys-
tems. Conventional security measures like firewalls and
signature-based IDS struggle with IIoT’s heterogeneous
environments [8], creating demand for more adaptable
solutions.

B. Domain-Specific Testbeds

Early research focused on vertical-specific platforms:

o Power systems: CPGrid-OT [9] for DNP3 protocol

analysis

o Nuclear plants: Modbus-focused testbeds [10]

o Chemical processes: False data injection studies [11]
While valuable within their domains, these testbeds share
common limitations:

o Single-protocol focus unable to analyze cross-

industry threats

« Emphasis on simple attack vectors (e.g., DoS) rather

than multi-stage APTs

o Lack of modern network segmentation features like

VLANSs

C. Cross-Domain Architectures

Foundational works like Hahn et al. [12] established
cyber-physical co-simulation principles but predate to-
day’s converged IT/OT environments. More recent frame-
works like ICSSIM [13] offer customization but require
extensive configuration for complex attack scenarios.
Protocol-aware monitoring solutions [14] have advanced
anomaly detection but often neglect endpoint security
data.

Contemporary approaches to intrusion detection have
increasingly leveraged advanced machine learning tech-
niques for improved threat identification. Hamolia et al.
[15] demonstrated the effectiveness of latent space rep-
resentation combined with machine learning algorithms

for network intrusion detection, achieving enhanced de-
tection capabilities through dimensional reduction and
pattern recognition in high-dimensional network data.
This approach addresses the challenge of processing
complex, multi-dimensional network telemetry—a critical
requirement for modern ICS environments where tradi-
tional signature-based detection methods prove insuffi-
cient against sophisticated attack vectors.

D. Research Gaps

Current testbed architectures grapple with two primary
challenges that hinder their effectiveness in the evolving
cybersecurity terrain:

« Vertical Limitations: Many specialized testbed de-
signs, as exemplified by works such as [9], restrict
their applicability across different industrial sectors,
curtailing the potential for broader insights and
learnings that could enhance overall cybersecurity
frameworks.

« Attack Complexity: The majority of existing plat-
forms fail to emulate the advanced tactics charac-
teristic of modern APTs, such as lateral movement
and process impairment [16], which are increasingly
prevalent in sophisticated cyber attacks. Additionally,
the distributed nature of contemporary threats, partic-
ularly botnets that can coordinate across multiple in-
dustrial networks, requires detection approaches that
can operate effectively in distributed environments
[7].

Our proposed testbed addresses these critical gaps in
the current research landscape through innovative features
designed to replicate and analyze complex attack scenar-
ios:

o Multi-level Monitoring: Our system incorporates a
consolidated approach to monitoring with specialized
integrations, collecting network (Netflow), host (au-
ditd), and protocol-based (Zeek) features simultane-
ously. This enables the generation of higher quality,
feature-rich data critical for accurate threat analysis
and incident response, supporting advanced machine



learning approaches that can benefit from latent
space representations of complex network behaviors
[15].

Multi-Stage APT Emulation: We provide a com-
prehensive emulation environment that facilitates the
replication of multi-stage attack sequences, such as
credential compromise leading to VLAN hopping
and succeeding in process impairment. This allows
for a more nuanced understanding of the implications
of layered attacks on ICS environments.

III. METHODOLOGY

2)

is directly applicable here. In our testbed, collecting
data from the network, host, and protocol layers
provides a holistic view of ICS operations, enabling
detection of subtle deviations that may indicate
sophisticated cyberattacks.
Cyber-Attack Emulation Capability: This com-
ponent is designed to emulate cyber-attack scenar-
ios, with current implementation focusing on proof-
of-concept development:
o Modbus-based Attacks: We have developed
initial proof-of-concept implementations target-
ing Modbus/TCP packets and register manip-

ulation. These scenarios are structured into
phases (Initial Access, Privilege Escalation,
Discovery, Lateral Movement, and Execution)
following established attack methodologies.

Our methodology is organized into three interdependent
components that ensure our testbed, shown in Fig. 2,
is adaptable for emulating various attack scenarios and
generating high-quality datasets for anomaly detection:

Figure 2. Testbed Setup

1) Operational Environment Setup: This component
focuses on replicating the complexities of real-
world ICS networks. By integrating both IT and OT
elements—including the EWS for administrative
control, the HMI for supervisory control, Raspberry
Pis as PLCs, an MQTT broker, and a smart switch
for VLAN segmentation—the testbed ensures a
realistic simulation environment.

Comparison with Existing Testbeds: Our ap-
proach addresses different requirements compared
to established frameworks:

¢ vs. CPGrid-OT [9]: While CPGrid-OT spe-
cializes in power grid SCADA simulations, our
testbed targets broader industrial environments
with multi-protocol support (Modbus, MQTT)
and integrated SIEM capabilities.

e vs. ICSSIM [13]: ICSSIM provides compre-
hensive virtualized industrial process simula-
tion, whereas our hybrid approach combines
physical edge devices with virtualized compo-
nents to capture realistic network characteris-
tics.

The centralized ELK SIEM, combined with mon-
itoring integrations (NetFlow, Auditd, and Zeek),
captures a diverse, multi-layered dataset that serves
as the baseline for anomaly detection. The concept
of integrating data from multiple abstraction layers

The complete implementation and validation
results are planned to be expanded and pub-
lished in IEEE ICEST 2025.

o Multi-stage Attack Chains: Framework de-
sign supports progression from HMI compro-
mise through network reconnaissance to PLC
manipulation, with implementation ongoing.

3) Dataset Generation for Anomaly Detection: By
capturing and correlating data from both normal and
attack conditions, our testbed generates comprehen-
sive datasets that include network traffic, sensor
telemetry, and host logs. The multi-layer monitoring
approach enables collection of correlated events
across network, protocol, and host levels:

o Multi-Layer Coverage: Network flows (Net-
Flow), protocol transactions (Zeek), and host
events (Auditd) are captured simultaneously.

o Attack Scenario Labeling: Attack scenarios
are systematically labeled according to MITRE
ATT&CK for ICS framework.

o Temporal Synchronization: All monitoring
systems are time-synchronized to enable cross-
layer event correlation analysis.

This integrated dataset approach is designed to
support training and validation of Al-based anomaly
detection models. Advanced techniques, including
federated learning, are planned for future imple-
mentation following completion of the attack emu-
lation capabilities and empirical validation.
Together, these components form a cohesive methodol-
ogy that addresses the security evaluation of ICS networks
through systematic attack emulation and comprehensive
data collection.

IV. LAB SETUP AND ARCHITECTURE

Our testbed emulates a realistic ICS network envi-
ronment by integrating distinct IT and OT components,
along with network expansion and segmentation, to mirror
modern industrial architectures, as shown in Fig. 1.



A. IT Setup

e Central ELK SIEM: The ELK stack comprises
Elasticsearch for log storage, Logstash for process-
ing, and Kibana for visualization. A Fleet server en-
sures that deployed Elastic Agents across the IT and
OT environments remain healthy and actively export
log data. Comprehensive agent policies, including
integrations for NetFlow, Auditd, Zeek and system
logs, coupled with Wireshark captures, enable the
collection and indexing of data from across the OT
network. This approach, inspired by [8], is critical for
generating high-quality datasets for machine learning
applications.

« Engineering Workstation (EWS): Deployed as a
Windows Server 2019 Virtual Machine, the EWS
serves as the administrative hub for the testbed. It is
responsible for IT systems’ configuration and man-
agement, replicating some of the central command
functions observed in real-world ICS deployments.

B. OT Setup

« Raspberry Pis: Serving as PLCs and Modbus
server/clients, these devices run Elastic Agents with
integrations for NetFlow, Auditd, and System mon-
itoring. They capture detailed communication data
over Modbus and PROFINET, with plans for future
integration of TSN networks. This configuration is
crucial for replicating the diverse communication
patterns observed in ICS environments [8].

o MQTT Broker: The MQTT broker is equipped with
Zeek and a custom telemetry collection script. It
monitors both telemetry and network traffic, for-
warding subtle protocol-level events to the central
Elastic SIEM. This design ensures comprehensive
data capture across multiple layers, which is essential
for both forensic analysis and anomaly detection.

o Human-Machine Interface (HMI): Deployed as a
SCADA system (via a ScadaBR Virtual Machine),
the HMI provides real-time visualization and control
of industrial processes. It displays key operational
parameters, system statuses, and alarms, thereby
enabling operators to monitor the ICS environment
effectively. In our testbed, the HMI is essential
for simulating supervisory control and for capturing
dynamic operational data during both normal and
attack scenarios.

C. Network Expansion and VLAN Segmentation

o Netgear GS108PEv3 Smart Switch: Implementing
VLAN segmentation, this smart switch simulates
segmented ICS environments, closely mirroring real-
world industrial architectures. It enables the study of
additional attack vectors, such as VLAN hopping and
lateral movement, thereby enhancing the diversity
and richness of the collected data.

V. PRELIMINARY RESULTS AND DISCUSSION
A. Key Innovations

Our testbed introduces three key innovations distin-
guishing it from existing ICS security platforms. First, un-
like domain-specific platforms such as CPGrid-OT (power
systems) or nuclear-focused testbeds, we provide the
first multi-protocol cross-industry testbed simultaneously
supporting Modbus, MQTT, and PROFINET. Second,
we achieve the first real-time integration of NetFlow,
Auditd, and Zeek within a unified SIEM framework
for ICS environments, providing comprehensive three-
layer monitoring. Third, our novel hybrid physical-virtual
architecture combines physical edge devices with virtu-
alized components to capture realistic industrial network
characteristics while maintaining research flexibility.

B. Multi-Layer Data Validation

Our dashboard captures (Figs. 3, 4, 5) demonstrate suc-
cessful comprehensive data collection across three critical
layers. The network layer provides complete visibility
of inter-device communications, protocol identification,
and VLAN segmentation. The host layer captures process
execution, file access, authentication events, and privilege
changes across all monitored devices. The protocol layer
delivers deep packet inspection of Modbus function codes,
MQTT topics, and HTTP/HTTPS traffic patterns.

C. Comparative Analysis

Table I compares our testbed against CPGrid-OT and
ICSSIM, based on their published capabilities. Our plat-
form offers broader protocol support, unified three-layer
monitoring, and integrated SIEM, which the others lack
out-of-the-box.

The integration of NetFlow, Auditd, and Zeek enables
unprecedented cross-layer event correlation and compre-
hensive forensic analysis capabilities not available in
domain-specific systems. While CPGrid-OT [9] excels
within power grid environments and ICSSIM [13] pro-
vides detailed process simulation, our approach uniquely
combines enterprise-grade SIEM capabilities with multi-
protocol ICS monitoring, enabling comprehensive threat
detection across diverse industrial sectors with real-time
correlation and standardized data export capabilities.

VI. CONCLUSION AND FUTURE WORK
A. Contributions

This study delivers concrete contributions to ICS cy-
bersecurity research through several technical innova-
tions. We have developed the first cross-industry testbed
supporting multiple industrial protocols simultaneously,
achieved novel three-layer data integration (network, host,
protocol) within enterprise SIEM infrastructure, and cre-
ated a hybrid architecture combining physical devices
with virtualized IT components. Our MITRE ATT&CK-
based framework enables systematic attack scenario de-
velopment and validation. These innovations establish



Table I. TESTBED CAPABILITY COMPARISON

Capability Our Testbed

CPGrid-OT [9]

ICSSIM [13]

Protocol Support
Integrated Monitoring
SIEM Integration
Cross-Layer Correlation
Attack Framework
Data Export

Edge Integration

Modbus/TCP, MQTT, PROFINET
Unified: network + host + protocol
Embedded ELK (real-time)
Automated correlation scripted engine
MITRE ATT&CK ICS playbooks
CSYV, JSON, ES indices

Agents on physical/virtual edges

None

DNP3 primary; IEC 61850 demonstrated
Separate IT/OT network monitoring

User-defined modules (e.g., Modbus/TCP)
Process simulation + network logging
File-based logs (no native SIEM)

Manual event matching None
Scenario scripts (DoS, spoofing)
Standard power formats (CSV/JSON)
Centralized hardware

Process-level attack scripts
Proprietary format (CSV via scripts)
Centralized host

a new benchmark for multi-dimensional ICS security
data collection, demonstrate the feasibility of cross-layer
event correlation, and create a replicable methodology
for comprehensive industrial network monitoring and Al-
driven security solutions.

B. Limitations and Future Work

We acknowledge that Raspberry Pi devices cannot
replicate sub-millisecond PLC response times required
for real-time control validation, current attack scenarios
focus primarily on Modbus with other protocols under
development, and our testbed scale is suitable for research
but requires expansion for full industrial validation. Our
structured future work addresses these limitations through
expansion of protocol support to OPC-UA among oth-
ers, and deployment in industrial partner environments.
Long-term goals include integration of federated learning
for distributed anomaly detection, and establishment of
industry standards for ICS security testbed evaluation.
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