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Abstract — The increasing convergence of Information
Technology and Operational Technology networks in In-
dustrial Control Systems has introduced new cybersecurity
challenges, necessitating robust anomaly detection mecha-
nisms. Despite progress, a significant gap exists in the liter-
ature regarding benchmark datasets that comprehensively
incorporate data from both OT and IT networks. Existing
datasets often focus on isolated network segments and fail
to capture the full spectrum of network, host, and protocol
activities, thereby lacking the holistic visibility required to
detect sophisticated, multi-stage cyberattacks. To address
this gap, this paper proposes a SIEM-based framework
for generating a comprehensive dataset by integrating data
from two fundamental levels of an ICS architecture: the OT
field network and the IT monitoring system. By leveraging
a SIEM solution as the core of the framework, data
from heterogeneous industrial devices are captured using
NetFlow, Auditd, and Zeek integrations to extract network,
host, and protocol features, respectively. The collected data,
including sensor telemetry, host logs, and protocol events, are
systematically aggregated and correlated to provide a global
view of normal and anomalous behaviors. This dataset not
only facilitates the development and evaluation of a hybrid
anomaly detection framework, combining rule-based SIEM
alerts with autoencoder-based machine learning at the edge,
but also lays the foundation for more effective, SIEM-driven
defenses. Federated learning is discussed as a future prospect
to further enhance privacy and scalability.

Keywords — IloT security, hybrid anomaly detection,
SIEM, dataset generation, multi-layer telemetry, Operational
Technology, Information Technology

I. INTRODUCTION

Traditional Intrusion Detection Systems (IDS) and Se-
curity Information and Event Management (SIEM) solu-
tions struggle with the effectiveness in Industrial Internet
of Things (IIoT) due to device distribution, resource
constraints, and heterogeneity. Most IloT anomaly detec-
tion research relies on IT network traffic, neglecting its
OT counterpart as well as application-layer interactions
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which are critical for identifying sophisticated attacks
(e.g., lateral movement, persistent threats).

Centralized security solutions raise scalability and per-
formance issues when handling large IIoT telemetry vol-
umes, increasing computational costs and latency. Cyber
threats targeting IIoT, like the LogicLocker ransomware
[1] and Mirai botnet [2], highlight these vulnerabilities.

To address these challenges, we propose a hybrid
anomaly detection framework that integrates rule-based
SIEM techniques with machine learning—driven anomaly
detection. A centralized SIEM aggregates logs from IT
and OT components and applies predefined detection
rules, mapped to the MITRE ATT&CK framework, to
rapidly identify known threats. Concurrently, lightweight
unsupervised models, specifically autoencoders, run at
the edge, learning normal behavior from IIoT traffic
and telemetry, and flagging deviations in real time. This
dual approach leverages the precision of signature-based
detection and the adaptability of behavioral analytics,
delivering comprehensive, low-latency threat identifica-
tion tailored for distributed, resource-constrained IloT
environments. Federated learning is considered as a future
extension to enable collaborative model improvements
without sharing raw data.

A. Main Contributions

This paper presents key contributions centered on a
SIEM-based framework:

1) Multi-Layer Dataset Generation We consolidate
host-based logs (process metrics, file activity, au-
thentication events, and security alerts) captured by
auditd, with protocol data captured by Zeek and
network flows captured by NetFlow, addressing frag-
mented telemetry for improved anomaly detection.

2) Hybrid Anomaly Detection: We propose a hy-
brid approach combining MITRE ATT&CK-mapped
rule-based SIEM detection and a machine learning
autoencoder module deployed at the edge, ensuring
both rapid identification of known threats and adap-
tive detection of novel anomalies.

3) Practical Deployment and Benchmarking: Our
framework supports real-world industrial settings,



integrating data from OT and IT networks for cen-
tralized analysis and edge-based inference.

4) Scalable Data Processing Pipeline: We develop a
pipeline transforming raw network, host, and pro-
tocol data into actionable features, enabling efficient
ingestion, enrichment, and indexing within the SIEM
environment.

II. LITERATURE REVIEW

Public HoT/IoT security datasets (Table I) provide
valuable benchmarks but typically capture only isolated
views—network flows (NetFlow), host events (Auditd),
or protocol messages (e.g., via Zeek)—rather than the
end-to-end, multi-layer telemetry needed for comprehen-
sive threat detection. Recent advances in IoT security
datasets have demonstrated the limitations of traditional
approaches, particularly in industrial environments where
multi-modal sensing is critical [12].

Contemporary intrusion detection systems face fun-
damental architectural challenges when deployed across
diverse network environments including cloud computing,
virtualized networks, IoT, and industrial control systems.
As highlighted in recent comprehensive reviews, the inte-
gration of Al and ML technologies has shown promise
but continues to struggle with scalability, performance
optimization, and the persistent challenge of reducing
false positives and negatives [13].

Effective IIoT attack detection further faces three in-
tertwined challenges. First, multi-modal data fusion re-
quires consistent feature extraction across heterogeneous
sources (network, host, sensor, protocols). The complexity
of this challenge is amplified in edge-of-things envi-
ronments where traditional signature-based and anomaly
detection approaches must adapt to resource-constrained
deployment scenarios [13]. Second, timeliness and scala-
bility demand lightweight models capable of real-time in-
ference on resource-constrained edge devices, as demon-
strated by federated learning approaches that achieve sub-
20ms inference latency while maintaining high detec-
tion accuracy [12]. Third, protocol awareness is often
lacking: many ML methods treat all traffic uniformly
and ignore IloT-specific semantics (e.g., Modbus function
codes, MQTT topics), reducing detection precision for
subtle control-plane attacks.

To address these, hybrid architectures that combine
rule-based SIEM alerts (e.g., MITRE ATT&CK-mapped
correlations) with unsupervised edge-deployed autoen-
coders have shown promise. Modern SIEM correlation
engines utilizing advanced pattern matching libraries like
Hyperscan have demonstrated significant performance
improvements in multi-layered attack detection, achiev-
ing parallel log scanning capabilities that can process
thousands of events per second while maintaining low
latency [14]. However, their validation is hindered by
the absence of high-fidelity, cross-layer datasets and by
inference engines that understand protocol semantics.

Contemporary approaches in intrusion detection have
increasingly adopted ensemble learning methods, com-
bining deep learning techniques with traditional machine
learning algorithms. Ensemble frameworks utilizing ar-
tificial neural networks, support vector machines, and
random forest meta-classifiers have achieved detection
accuracies exceeding 99% on benchmark datasets, while
incorporating explainable Al techniques to address the
black-box nature of deep learning models [15]. These sys-
tems demonstrate the effectiveness of hybrid approaches
in balancing detection performance with interpretabil-
ity requirements, a critical consideration for industrial
environments where false positives can trigger costly
operational disruptions.

We thus identify three key gaps that align with broader
challenges identified in recent IDS literature [13]:

o Lack of Integrated Datasets: No public dataset
unifies flow, host, sensor, and protocol telemetry for
end-to-end IloT modeling, despite the recognized
need for comprehensive test environments that span
cloud, IoT, and industrial control system scenarios.

e Poor Cross-Domain Generalization: Models
trained on narrow or synthetic data fail to adapt
to diverse, multi-stage attack chains, despite
advances in federated learning approaches that
handle non-IID data distributions in distributed IoT
environments [12]. This challenge is particularly
acute for zero-day attacks that exploit previously
unknown vulnerabilities.

« Edge Deployment Constraints: Few approaches
consider the CPU, memory, and energy limits of
IIoT endpoints, hindering real-time, on-device detec-
tion, although recent federated learning frameworks
have shown promise with deployment on resource-
constrained devices like Raspberry Pi and Jetson
Nano [12].

These observations motivate our SIEM-centric, hybrid
anomaly detection framework, which (i) generates a uni-
fied multi-layer dataset addressing the comprehensive
testing needs identified in current IDS research [13],
(ii) fuses SIEM rule-based alerts with edge autoencoder
inference for low-latency response, leveraging advanced
correlation engines for parallel log scanning [14], and (iii)
supports realistic, multi-stage attack scenarios for rigorous
evaluation using ensemble learning principles that balance
accuracy with explainability [15].

III. PROPOSED FRAMEWORK DESIGN

A. Framework Components:

Our proposed framework addresses the identified
challenges by tightly integrating SIEM and Al-based
anomaly detection to generate a comprehensive, multi-
layer dataset. The corresponding architecture is depicted
in Fig. 1. Key components include:



Table I. COMPARISON OF PUBLIC IIOT/IOT SECURITY DATASETS

Dataset Data Features Attack Types Format Limitations
ToTID20 [3] Flow data (packet header- | D/DoS, MITM, scanning CSV Lacks sensor, host and mod-
derived) bus/MQTT protocol data
Kitsune [4] Flow data (packet header- | DDoS, MITM, injection, re- | pcap, CSV Lacks sensor, host and mod-
derived) con. bus/MQTT protocol data; no
raw traffic packets
PAN2020_ICS [5] | Sensor telemetry, actuator | Unauthorized access, Mod- | NA Closed access limits utility
states, HMI, PLC cmds, | bus attacks, control manipu-
Modbus/TCP logs lation, replay
ICS Security [6] SCADA time-series Cmd injection, replay, unau- | CSV Lacks network and host data
thorized access
TON_IoT [7] Telemetry, flow, OS logs DoS, DDoS, ransomware, | Logs, CSV Lacks modbus/MQTT proto-
web attacks col data and limited host data
CIC IoT 2023 [8] | Flow data D/DoS, recon, brute force, | pcap, CSV Lacks sensor, host and mod-
spoofing, Mirai bus/MQTT protocol data; no
raw traffic packets
CIC APT 2024 [9] | Flow and host logs APT (collection, exfiltration, | pcap, CSV, graphs Lacks sensor and
discovery, lateral, evasion, modbus/MQTT protocol
persistence) data. Limited host data in
the form of provenance logs
Edge-1IoTset [10] Sensor data, alerts, resource | DoS, MITM, injection, mal- | pcap, CSV Lacks sensor and host data
logs, flow data ware
X-IIoTID [11] Flow, host logs, alerts MITRE ATT&CK for ICS CSV Lacks sensor and
modbus/MQTT protocol
data
Our Work Flow, sensor, host data, | Attacks mapped to MITRE | CSV, pcap Under development; aims to
alerts, logs ATT&CK for ICS integrate correlated telemetry

o Multi-Layer Data Collection: The framework em-
ploys Elastic Agents integrated with Zeek, NetFlow,
and Auditd across industrial control devices in the
OT field network. This setup captures:

— Network Layer (NetFlow): Captures
source/destination IPs, ports, flow duration,
packet/byte counts, and flow direction—uvital for
identifying traffic patterns and anomalies.

— Protocol Layer (Zeek): Extracts protocol-specific
details including Modbus transactions (function
codes, register addresses, request/response mes-
sages) and other protocol events (HTTP, DNS,
SSL/TLS) to detect misuse or subtle attacks.

— Host Layer (Auditd): Records host-level events
such as process creation, file access/modifications,
authentication events, and security alerts, critical
for detecting insider threats and lateral movement.

Correlating these diverse data sources, the SIEM-

based framework consolidates cross-layer telemetry

into a rich dataset for anomaly detection.

Edge-Centric Data Processing: Lightweight pro-

cessing on edge devices (e.g., Raspberry Pis, IoT

sensors, HMI interfaces) enables initial filtering and
real-time responsiveness, mitigating resource con-
straints while ensuring high-fidelity data capture.

Integrated Attack Simulation with MITRE

Caldera:

— Adversary Framework: The
framework leverages MITRE Caldera—an
open-source  adversary emulation platform

[16]—configured with OT-specific plugins (e.g.,

Emulation

CALDERA-for-ICS) to simulate multi-stage
cyberattacks aligned with MITRE ATT&CK
for ICS. This replaces simplistic fuzzing with
behavior-driven threat replication.

— OT Attack Vector Simulation: Caldera executes
ICS-targeted tactics including:

* Initial Access (TA0101): Phishing campaigns
against HMIs or engineering workstations us-
ing malicious ladder logic files.

x Lateral Movement (TA0108): Protocol ex-
ploitation (e.g., S7Comm, Modbus/TCP) to
pivot between PLCs and SCADA servers.

* Impact (TA0109): Manipulation of safety in-
strumented systems (SIS) or ransomware de-
ployment (e.g., LogicLocker-style payloads).

— Key Advantages:

x* ATT&CK Alignment: All activities are
tagged with MITRE technique IDs (e.g.,
TO0883: Modbus/TCP Command Injection), en-
abling supervised learning with threat intelli-
gence context.

* Reproducible Scenarios: Pre-built Caldera
profiles ensure standardized benchmarking
across ICS environments.

+ Behavioral Fidelity: Emulates attacker dwell
time (e.g., reconnaissance — exploitation
— persistence phases) missing in synthetic
anomaly generators.

Implementation: Caldera agents deploy on OT
boundary devices (e.g., HMIs) to execute attack
playbooks while logging all activities into Elastic-



search via Elastic Agents. This generates labeled
alerts where each entry maps to ATT&CK tactics and
techniques, host/network observables, and protocol-
layer payloads.

Hybrid Data Analysis and Federated Learning
Prospect: Data is ingested by Elastic Agents and
analyzed with Elastic Security using both rule-
based detection (aligned with the MITRE ATT&CK
framework) and Al-based techniques. In parallel, a
prospective FL. module at the PLC level is planned,
where local quantized autoencoder models optimized
for resource-constrained PLCs, learn normal oper-
ational patterns and share model updates (without
transmitting raw data) to a central aggregator. This
dual approach is expected to enhance detection ac-
curacy and responsiveness.

B. Data Pipeline

Our robust data pipeline transforms raw data into
actionable features through the following stages:

1)

2)

3)

4)

5)

Data Collection and Ingestion: Elastic Agents at

the network edge capture raw network packets, pro-

tocol messages, and host logs via Zeek, NetFlow,
and Auditd. Initial parsing with personalized Elastic

Agents ensure that only relevant data is forwarded.

Data Enrichment and Preprocessing: The raw data

is transmitted to a central logging infrastructure and

ingested into Elasticsearch using tailored pipelines

(via native elastic ingest nodes). This stage involves:

« Normalization: Standardizing log formats from
diverse sources.

« Parsing: Extracting key-value pairs, timestamps,
and identifiers using Elasticsearch’s JSON map-
pings.

o Enrichment: Augmenting data with contextual
information (e.g., geolocation from IP addresses,
device identifiers) and mapping protocol-specific
fields into unified feature sets.

Feature Extraction: Enriched data is processed to

extract features critical for anomaly detection. For

example:

o NetFlow: Calculating flow duration, packet inter-
arrival times, and byte-to-packet ratios.

o Zeek: Extracting protocol-specific metrics such as
transaction IDs, error codes, and response times.

o Auditd: Deriving system call sequences, user ses-
sion patterns, and anomalous process trees.

Data Storage and Indexing: Processed datasets are

indexed in Elasticsearch for efficient querying and

correlation, essential for both historical analysis and

real-time threat detection.

Visualization and Export: Kibana creates inter-

active dashboards and reports to visualize correla-

tions among network, protocol, host, and application

events. Data can also be exported (e.g. as CSV or

JSON) for offline analysis, AI model training, or
integration with other security systems.

This comprehensive pipeline transforms raw network,
host, and protocol data into high-fidelity, actionable fea-
tures—bridging gaps in existing dataset collection efforts.

C. Security Threat Analysis of Framework Components

The monitoring framework itself is a high-value target.
We now examine potential attack vectors and vulnerabili-
ties associated with each pipeline component, along with
corresponding mitigation strategies.

Elastic Agent Compromise

— Attack Vector: Adversaries exploit agent miscon-
figurations to inject false logs or disable telemetry
[17].

— Mitigations: Certificate-based authentication; TLS
1.3 mutual authentication; runtime integrity attes-
tation; least-privilege enforcement.

Zeek Parser Exploits

— Attack Vector: Crafted ICS packets cause buffer
overflows in protocol parsers, enabling remote
code execution or denial-of-service [18].

— Mitigations: Keep parsers up to date; use memory-
safe languages for plugins; sanitize inputs; run
under unprivileged accounts.

Elasticsearch/Kibana Attacks

— Attack Vector: Unauthenticated indices allow data
exfiltration or ransomware encryption; prototype-
pollution in visualization modules leads to RCE
[19].

— Mitigations: Enforce strong ACLs; segment net-
works; apply patches promptly; use encrypted
backups and immutable indices.

Data Poisoning of ML Models

— Attack Vector: Poisoned training samples degrade
model accuracy or implant backdoors [20].

— Mitigations: Track data provenance; detect outliers
statistically; apply differential privacy to federated
updates; enable model version rollback.

Supply-Chain Component Tampering

— Attack Vector: Malicious code injection in third-
party Beats or container images during CI/CD
compromises collectors [21].

— Mitigations: Audit SBOMs; sign artifacts; scan
dependencies continuously; use air-gapped build
environments.

Edge Device Intrusions

— Attack Vector: Physical tampering or weak creden-
tials on edge hardware enable lateral movement
into OT networks [22].

— Mitigations: Implement secure boot; encrypt stor-
age; use HSMs for key protection; enforce strict
access controls and tamper-evident enclosures.

SIEM Rule Evasion & Misconfiguration
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Figure 1. Network Architecture for Federated and SIEM-Based IloT Security Monitoring

— Attack Vector: Crafted traffic patterns bypass static
rules; parser mismatches cause silent alert failures
[23].

— Mitigations: Automate rule-health tests; validate
schemas; monitor coverage metrics; supplement
with ML-driven anomaly scoring.

IV. DATA ANALYSIS

Secure analysis of multi-layer data are achieved via a
hybrid detection workflow leveraging SIEM-based rules
which are triggered on known IOCs and carriage patterns,
while autoencoders at the edge evaluate reconstruction
errors for novel anomalies. Correlated alerts are visualized
in Kibana and routed to incident responders.

Data analysis therefore integrates rule-based SIEM
detection with the autoencoder module. Local ML models
are trained on benign data to establish baseline behavior
and detect anomalies; and when Federated Learning is
enabled, thresholds are determined locally, and aggregated
model updates enable detection of both known and novel
threats. Regardless of the integration of Federated Learn-
ing, this hybrid approach is expected to enhance real-
time detection while minimizing latency and integrating
multiple data levels.

V. CONCLUSION AND FUTURE WORK

This work introduces a SIEM-centric framework aug-
mented with edge-based autoencoder anomaly detection
to generate and leverage a comprehensive, multi-layer
IIoT dataset. By unifying network, protocol, and host
telemetry, we overcome limitations of existing datasets
and detection approaches. The proposed hybrid detection
methodology demonstrates the potential for enhanced
threat visibility across OT and IT network boundaries
while maintaining operational continuity in industrial en-
vironments. Future planned directions include the follow-
ing:

« Real Industrial Environment Validation: A criti-
cal next step involves comprehensive validation in
operational industrial environments to assess the
framework’s effectiveness, reliability, and scalability
under real-world conditions. We plan to:

— Deploy the framework in multiple industrial sec-
tors including manufacturing, energy, and water
treatment facilities to evaluate cross-domain gen-
eralizability

— Conduct long-term studies (6-12 months) to assess
system stability, resource utilization, and mainte-
nance requirements under continuous operation

— Collaborate with industrial partners to establish
baseline performance metrics and acceptable false
positive/negative rates for different operational
contexts

— Evaluate the framework’s impact on network la-
tency, device performance, and operational safety
systems during peak production periods

— Develop industry-specific deployment guidelines
and best practices based on empirical findings

« Extended Protocol Support and Attack Scenario
Coverage: To enhance the framework’s applicability
across diverse industrial environments, future work
will expand protocol support and attack scenario
modeling:

— Additional Industrial Protocol Integration:

* Add support for emerging IoT protocols such
as CoAP, MQTT-SN, OPC UA, EtherCAT...

x Create protocol-agnostic detection mecha-
nisms for proprietary industrial communica-
tion standards

— Advanced Attack Scenario Modeling:

x Supply Chain Attacks: Develop detection
capabilities for compromised firmware, mali-
cious software updates, and third-party compo-
nent vulnerabilities affecting industrial devices



+ Complex Persistent Threats: Model ad-
vanced persistent threats (APTs) with extended
dwell times, multi-stage attack chains, and
sophisticated evasion techniques

+ Insider Threat Scenarios: Enhanced model-
ing of malicious insider activities, including
credential abuse and privileged access misuse

o Federated Learning Integration: Future work will
explore integrating federated learning at the edge to
enable collaborative model refinement while improv-
ing privacy, scalability, and resilience in distributed
IIoT environments:

Developing privacy-preserving aggregation algo-
rithms suitable for industrial environments
Creating secure model update mechanisms that
prevent adversarial manipulation

Establishing trust frameworks for multi-
organization collaborative learning

Optimizing federated learning algorithms for
resource-constrained industrial devices

o Advanced Analytics and AI Integration:

— Implement explainable Al techniques to provide
interpretable threat analysis for industrial opera-
tors

— Develop adaptive threshold mechanisms that au-
tomatically adjust to changing operational condi-
tions

— Integrate graph neural networks for improved un-
derstanding of complex industrial network topolo-
gies

— Create predictive maintenance capabilities that
correlate security events with equipment health
indicators

These research directions will collectively advance the
state of industrial cybersecurity monitoring and contribute
to the development of more resilient, secure, and scalable
OT/MIoT environments.
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